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    The Impact of the Broadcast Flag on the Future of Internet TV

HBO is leading the way with digital rights management (DRM). All of HBO’s subscription based Video on Demand programming is categorized as ‘Copy Never’.  ‘Copy never’ is a relatively new buzzword within the digital world, “In a broadcast-flagged world, that translates into consumers not being able to record on-demand broadcasts by HBO. No TiVo, no VCR, no video capturing on your PC, no nada.”
 The broadcast flag, will prevent people from copying digital media content from broadcast signals, or digitally recording broadcast signals onto their digital video recorder (DVRs). Broadcast flags are meant to protect digital media content, however, at the same time have the potential to stall technological advances. With the digital convergence of television, and the impending Internet TV, I will examine the legal issues, from the past to the present, involved with the broadcast flag and how this will affect the future of Internet TV. 

The digital revolution is upon us. Congress has recognized this and is trying to get the United States prepared for it. The DTV Bill, introduced by Sen. John McCain (R-Ariz.) and Sen. Joe Lieberman (D-Conn.), is proposing to end traditional analog TV service on Dec. 31, 2008.
 With this transition from the analog broadcast signal to the digital signal, the digital convergence of media will make it simpler to transfer media from one device to another. 

 The introduction of the video cassette recorder (VCR) brought the idea of “Time Shifting”, a term penned by Mark Levy in 1980
 referring to the recording of broadcast programming and replaying it at another time, into the Supreme Court. The case of Sony Corp Vs. Universal ruled that recording a program from a broadcast signal was legal and fair use of the material
.  In 1984, time shifting was declared legal. But what about space- and place- shifting and 

Space- and place-shifting is taking media from one device and playing it on another device. “While time-shifting changes the when of television, ‘space-shifting’ tinkers with the where. Now that you've stored your show on a TiVo, it's only logical to take it with you on your laptop, hand-held viewer or PSP game player.”
 According to the Broadcast Flag Act, this statement printed in Newseek magazine is not legal, nor possible. Time, place and space shifting are developing new boundaries in the digital media realm, as well as new fair use and copyright issues. 

The Federal Communications Commission (FCC) drafted the idea of the broadcast flag in order to further Digital Rights Management of broadcast digital content. The broadcast flag are encrypted code or "flags" sent in the data stream of a digital television program that indicate whether or not it can be recorded, and if there are any restrictions on the content.
 The flag is a protection device that is deeply embedded in the digital media, and will not allow the piece of digital media to be copied. Period. No tinkering. No time-shifting. No place-shifting. With the further innovation of digital and Internet TV, there is the heated issue on how to monitor media distribution, or more importantly, how do the content owners protect the digital content from being distributed for free.

The FCC has been trying to mandate the broadcast flag, though to date, unsuccessfully.  In July 2005, the law was supposed to be instilled, however according to a report by Reuters, “A three-judge panel determined May 6 that the FCC exceeded its authority in requiring a so-called "broadcast flag"-copy-protection code embedded in the signal that would restrict copies from being shared or played on other machines-on digital TV tuners beginning in July.”
 How and why the FCC has exceeded its authority is an important aspect to explore while trying to determine how the broadcast flag will affect Internet TV. However, before the full effect of the broadcast flag on Internet TV is explored it is important to look at the legal precedents of the broadcast flag. 
In 1998, a bill was passed infamously entitled the Digital Millennium Copyright Act (DMCA), “the act criminalizes production and dissemination of technology that can circumvent measures taken to protect copyright, not merely infringement of copyright itself, and heightens the penalties for copyright infringement on the Internet”
. The main issue with the DMCA, is that it is not solely a law enforcing and protecting copyright, it is a law implementing and mandating new devices to stop it. “Rather than regulating the reproduction, performance, display and distribution of copyrighted works—the traditional focus of copyright law—the DMCA focused on the “technological protection measures” (“TPMs”) used to control access to, and use of, copyrighted works.
 This was the first legal attempt to protect digital content through technological restraints. The DMCA brought about protection with restrictions that are larger and graver than copyright laws. The TPMs act as a lock per se, and in effect shifts the attention from the copyright to the inability to do anything with the digital content. “It's like a law ordering that every car sold in America have its hood welded shut."

In addition to the digital restraints, this act has been very controversial and does not coincide with the Sony Corp Vs. Universal ruling of 1984.
  Many fair-use advocates have “claimed that the act leaves little or no room for legitimate time- or space-shifting of music and movies.”
  Sony V. Universal made time shifting legal, but now with TPMs, space- and time-shifting digital materials are not possible and thus illegal.  

In 2002, an amendment to the DCMA called The Digital Choice and Freedom Act (DCFA) which includes provisions that specifically support consumers' rights to make copies for "archival purposes" and "in order to perform or display the work, or an adaptation of the work, on a preferred digital media device, provided such a performance or display is not public."
  The DCFA returned the rights of fair use to the consumer, thus also returning to the initial ruling of Sony Corp. Vs. Universal Studios. 

However, this has not stopped the FCC. After the Broadcast Flag Act of 2005 was turned down, Senator Gordon Smith, Republican of Oregon, teamed up the Motion Picture Association of America (MPAA) and the Recording Industry Association of America (RIAA) to author the Digital Content Protection Act of 2006. This act is the most detrimental to innovation because its goal is to authorize the FCC to limit the unauthorized copying and indiscriminate redistribution of digital audio and video broadcast content over digital networks. The bill also proposes that the FCC be in control of regulating the design of digital radios and televisions and recording devices to ensure that the correct copyright mechanisms are installed. Smith also states in the bill “customary historic use of broadcast content by consumers to the extent such use is consistent with applicable law." All future innovations of digital radios and televisions cannot further the technological use, they need to have the same uses as previous designs.
 These bills have enraged Eff.org; “In practice, the anti-circumvention provisions have been used to stifle a wide array of legitimate activities, rather than to stop copyright piracy”
 In an attempt to protect content with digital locks, there has inadvertently been a halt on innovation that has occurred with these laws. Cory Doctorow of EFF.org, sums up these laws,  “The objective of a law like this is to make ‘unauthorized’ synonymous with ‘illegal.’ In the world of copyright, there are many uses that are legal, even -- especially -- if they are unauthorized, for example, the fair-use right to quote a work for critical purposes.”

Now we can look at what affect this will have on the future of Internet TV. According to the DTV bill, all broadcast signals as well as all receiving television cable boxes will be digital by 2009
. With all broadcast signals being digital, this makes it easier to get the information online. According to Forrester, there is an online content business model emerging. One third of US households have broadband, more consumers are spending more money for online content.
 Video and audio attract paying customers. Who better to illustrate this then Apple’s iTunes.  

Apple is prepping the TV industry to have a usable model for Internet TV to work.  Apple has started to create a model of providing TV shows on demand for users.  “TV's economic model is changing, thanks to on-demand programming, IPTV and, now, top-shelf content available anytime, anywhere.”
  Users are enjoying the focused ability to watch what they want, when they want Apple’s new model of media distribution which is an ‘a la carte’ way of downloading TV shows through iTunes, similar to their music download services. In November 2005, Apple introduced its TV program downloads, for $1.99 members can download an hour episode of popular shows a day after they air on TV.
  In early 2006, Apple introduced a monthly subscription fee, for unlimited TV program downloads a month for $9.99. These services are recreating the economics of television, “Apple is ‘creating a complete consumer digital ecosystem' and is ‘re-writing the rules of media distribution'. 

 Not only has Apple managed to single handedly influence the future of digital media distribution; the company has also had an impact on digital media legislation. Because of Apple broadcast flags are still on the deciding table in Washington, D.C. “Sen. Ted Stevens (R-Alaska), the committee chair, who personalized the discussion by noting that he had just received an iPod, as a gift and wondered at limits the RIAA would put on the device playing back material he had recorded over the air.”
 The iPod, an Apple MP3 player device, saved the day through stalling the broadcast flag legislation. 

As consumers become increasingly networked — connecting their PC, TV, PVR, and mobile devices — more and more will balk at paying even small amounts for content that is wedded to a specific device.
 Online content consumers want freedom and flexibility with the digital media they paid for. More than a third of online content consumers expect to be able to make copies of the content for their other devices.
  Trends in the market place are not matching up to the laws that are being passed in Congress. The DCPA does not coincide with consumer trends. And on top of not coinciding, they are detrimental to consumer trends as well as to innovation. “I want to pay to access my content everywhere I can get it - and today, that's just not a possibility. I can't watch my Comcast DVR recordings on my Media Center, nor can always I watch my iPod videos on my PSP.”
 Internet TV is still at the visionary stage.

Digital TV will be here in 2009. Digital TV will allow for seamless High Definition Television (HDTV). The next step in Digital TV is Internet TV, which blends HDTV digital signal with the idea of a website. Search engines such as Google will be used as a find tool to locate programs that interest the user through key words. “The Internet, much like the television, has always been a gateway. In many respects, the television stations are our daily filters - and they are faltering at an alarming rate. Being online to receive our content gives us a better sense of control; we can get what we want when we want it.
 
Broadcast flags have the potential of destroying space and time shifting behaviors that consumers are getting used to. Wendy Seltzer hits the nail on the head with her comment in the Federal Communications Journal,  “Consumer-driven innovation is cut off when users cannot tinker with existing technologies or develop new ones that challenge market leaders.”
 The flags do not allow for people to test new technology, and invent devices such as the Sling box. At a recent conference, Philip Torino, president of MakeZine, the first magazine devoted entirely to Do It Yourself technology projects, confirmed this by stating that “Craft-oriented people create market places”
 Without the ability to tinker and create, technological innovation is stunted.  EFF.org sums this idea up, in reference to the Digital Content Protection Act, “Had that been the law in 1970, there would never have been a VCR. Had it been the law in 1990, no TiVo. In 2000, no iPod.”
  Innovators need the freedom to play with technology to invent new technology.

An excerpt from an article in the American Libraries Chicago Journal stated, “A three-judge panel determined May 6 that the FCC exceeded its authority in requiring a so-called "broadcast flag"-copy-protection code embedded in the signal that would restrict copies from being shared or played on other machines-on digital TV tuners beginning in July.”
  The Appeals Court ruled that the FCC had overstepped its boundaries, because the FCC’s purpose is written in black and white on its website,  “The FCC is charged with regulating interstate and international communications by radio, television, wire, satellite and cable.”
 It is the FCC’s position to regulate that act of communications; it is not the FCC’s position to regulate the technology for communications. It is beyond the FCC’s control to regulate the innovation of technology for communications.  
In conclusion, the Broadcast Flag Act and other Digital Rights Management laws intend to enforce the ability to copy protect digitally broadcast material.  However, through technological barriers, they are in fact stunting innovation. And certain technologies, namely Internet TV, will never be made into reality with barriers such as the Broadcast Flag. Invention and innovation, including the ability to “tinker” needs to be kept free and legal, for future technology opportunities to have a chance to exist.  
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